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Vendor Lock-in 2f2}

- Vendor Lock-in ?
£ HIL 9| SXIHQ XF, Mu|A, AJARO 2| &5t U0, CHE YT} XS 5t=
S5 ?|=2 O|Mo?2| B A &|= 24t

CSPO|M X|Z5H= 72| =0i|M Kubernetes2..
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Self-Managed Kubernetes

- & H|E X|Z:
» Prowder Managed k8s2| 42 Control Plane0]| CHSH A| 2t 212
H[ 82 HHL.

- &8 k8s version:
- XM BHFO| k8s =10| 2|gt. CSPAIN|AM X|-5ol= k8s8| AL,
2K k8s EE|ZELCH A GO[O|EJLM[H L2 =5
- *¢ Less control:
- Provider-Managed k8s A2 A|, CSPAO|A X|glSt= olmal M gl
SO = 2HF0| A|oHE.
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Provider-Managed Kubernetes

- Control Plane0j| CH{st 22|
- k8s 20| LSt et =M ZtA J|CH. CSPO|AM EXISH= SLAEZ 2% oA J|Cj.
- XIS AlE
- SHAE H™E HO0|E SAE MH(F, LE) AH, il L EE S2{AHE 1/,
Al A| LE DH|Q} 2 = % X265t A2t =1 E MlE.

- CSPARC| QlmElet F¢&t
> Cloud Controller Manager(CCM), Container Storage Interface(CSI),
Cluster Autoscaler(CA)
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2.1 Provider-Managed k8s £fc}|

VM Instance AT DL|EHT

- Control Plane 2[&~A HLIEE
Agent gf4]

- Control Plane?| VM Instance0f|A] agent 41'&

- kube-system namespacel| 2ot 22| pod L=
Agent-free 254l

- SSHE 0|88t VM Instance 23 FZ WAl

-
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Problem: AH|A 22| ¥ 40j| A2 ACL 1124

- AF2X}e| VPC LH VM Instance S£ Alz|st

- M A0 oY SHe SAES Yo

- @ M2 AL} SO{LPL BO|SH
TIHOFCH i {74 Xt ASH?

1 -O 1 Hd

|

Unknown Access
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Bastion Host

- EI2I VMO ssh2 % B o2 |2, AH[O|ESO] Y& o= Bastion hostE 0| &
- HISHEH0||= Bastion host ip & port 2 S2

20— §)

Access from
reliable source

VM Instances
Bastion Host Firewall
subnet
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Bastion HostE 0| &5t ER2ll M A2

o ——(/// v/
S bastion Ftarget
Access from key pair Bastion Host key pair Target VM
reliable source (10.0.123.34) (10.0.123.33)

S ssh -i ./target.key root@10.0.123.33 -0 StrictHostKeyChecking=no -0 \
> "UserKnownHostsFile /dev/null" -o \
> "oroxycommand ssh -o StrictHostKeyChecking=no -W %h:%p root@10.0.123.34 -i bastion.key" \
> jfconfig | grep 10.0.123.33
Warning: Permanently added '10.0.123.33" (ECDSA) to the list of known hosts.
inet 10.0.123.33 netmask 255.255.255.0 broadcast 10.0.123.255
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2.3 SSH Tunneling2 0| &%t 28 ETd ™

SSH Tunneling

- Bastion Host?| TEA|Q} H|==0t dghZ2 35, @ S T3

o) A 0

== /// ///
& bastion
Accessfrom ey pair Bastion Host Target VM
reliable source (10.0.123.34) (10.0.123.33)

o
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SSH Tunneling HME 04:

¢ ## local:8080 - bastion(10.0.123.34):22 - target(10.0.123.33):80
% curl localhost:8080
curl: (7) Failed to connect to localhost port 8080: Connection refused
% ssh -o ExitOnForwardFailure=yes -f -N -L 8080:10.0.123.33:80 root@®10.0.123.34
bind: Cannot assign requested address
% curl localhost:8080

-y

Target

<IDOCTYPE html> cerver Bastion
<html> P-Port Host
<head>

<title>Welcome to nginxI</title>
<body><h1>Welcome to nginx!</h1></body>
</html>
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Kube-apiserver

Cluster 1

cluster1.vnks.ncloud.com

Cluster 2

cluster2.vnks.ncloud.com

Cluster N

clustern.vnks.ncloud.com
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Nginx

- High Performance Load Balancer
- Directivesg& +1’dEl Configuration fileg 7|80 2 &= 279
OpenResty: Nginx ?|gt Lua 2f0|HE{2| & S&or =4

- Nginx A|H & & & AHE 8- O F M2 JEXIt Lua T2 2T AHO=
éﬂE_IE_I j|—c>

- 7|1&9| nginx BEE2} Lua B2 S8, 10K ~ 1000K+ &2 Ne|g = U=
Z118s @ =270 8.
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o
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SHTTPS HTTP
1 —{ J)— (—#] e
User Internet Reverse Proxy [E green.net
GET http://red.com/docs/1 HTTP/1.1
SSH offloading & blue.com

Host: red.com
Connection: keep-alive
Accept: text/html,application/xhtml+xml
Referer: http://red.com/

Host-based routing

Servers
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3.4 SSL Termination

SSL Termination

- Y223} 2YS Proxy Server0|A| ¥ Jot, & T @l M= =223} plain
HTTP 278 & TE &= YEI=Z, Reverse Proxy 79 Al Sl FEHZ TS0 ALE

- SSL Offloading O|2f 1 & gt

- 2RI tIs QIS A E 21X SEf0|HEL] 2780 Lot Y=23tF +H

- 'X-forwarded-* header 2} Z0| I} AHEE Y =~ US

- http Q8 IUZ 22151 host / path 7|8t L7 2f28 It
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S
- Kube apiserver= TLS A2 J1AL|0{0}IE 2, AL TSP SE S8i=]
- EEEHNMO| A = B0t =01+ W{olCt tis 21FA S50| B8,

Terminated!

SHTTPS SHTTPS
] — — (=]

User Load Balancer k8s api servers
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3.5 SSL Passthrough

SSL Passthrough

- tls A2 terminatedd}X| g511, backend MEHZIIX| OCHZ 1A
- backend MHO|M tls U E= S2I|ME0], tis MH LSS Flet USM 28 MO 2R

© Advantage

- QMZ Kube apiserver® £ HL{M E|OF —_PU} Cr=~of 2.
- ECHIANMO| Mg 2201 =1 U OiC tls QEA 50| =
SHTTPS

11— — (—

User Load Balancer k8s api servers

]I
E




3.5 SSL Passthrough

@ SSL PassthroughOf|AM2| S AE J|dt 2tREI0| It 810}?

- SSL Passthrough BAI0|A= host 2|Ht 2tRLE! J15 (path 2|8 4”2 E71)

- SSL TerminationOj|Al= HTTPS X2 B3 3}5l0q 20IstB 2 HTTP 5| 2| host?)

- SSL Passthrough 2Al0j| A= Payload &9l =7¢..

&) Problem
- HTTPS 832 Backend Server& JLHE MESH= Passthroughf|4 0% 3| host3)
~ Server Name Indication(SNI)E O|&0o}X}!
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3.6 Server Name Indication(SNI)

SNIQ| 18t
=1 1=

- tls extensionO|M X|&5t= 7|52 £, handshaking £7| 2}740j|A E210|HEJ} 0=
S AER0| &5 ol =X| AMHOH| el = 7|5 =

I:I ClientHello E]

User Supported Ciphers tls server

Random Number
SNI(server_name)

ServerHello
- Selected Cipher

- Random Number

Continue Handshaking Steps..
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AAE 8 X AlLE]| 2
1. QL= Q2| TLS extensionZ 0| 8610 AMH H|¥S S &LIC}.
2. IAE L[S HEIC|O|E] MO 22|5tH, Ef2I0| k= EME | F4F 2 STILICE

3. 8lS0H RAR Edjmg BRI

OpenResty-based

Proxy Server
|:| 1. red.com = L% / 4 AL QA T =L/ [[=
2. sni &5 2 red Cyst .
User sné/iﬂﬁbyrg/o/cg/nég/ / l T 3 EJ2H AJH OFO/I] HE3F k8s api servers
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S|=3 SNIZ EF2 M IPX3|8H= e s
Lua script XHA :

preread_by_lua_block {
if ngx.var.ssl_preread_server_name ==

- 55/_p/"e/"ead 0/4, g’*o-l §I‘ return ngx.exit(ngx.ERROR)

end
- Iua bIOCkO.”*-l Server name 2!5 ngx.ctx.servername = ngx.var.ssl_preread_server_name
B 2!5-6:_'- Server namegg El-jll §¢E $_—+—§ local http = require "resty.http"

local httpc = http.new()

H|E O] AMEHo)| o
g local res, err = httpc:request_uri("http://192.168.0.4/targetServer", {

- 0|F 2132 backend Stream blockOj|A] 4=~3H nethod = "P0ST"

headers- {[" Content -Type" ]="application/x-www-form-urlencoded"},
body = "servername=" .. ngx.var.ssl_preread_server_name

})

local server_ip_list = res.body

local ngx_re = require "ngx.re"
local server_ip_table = ngx_re.split(server_ip_list, ","

ngx.ctx.server_ip_table = server_ip_table

}

proxy_pass backend;
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Ep2L AMH IP= E2fiE 2t REot=

upstream backend {

Lua SCrIpt xl-*-l server 0.0.0.1:7777;
. balancer_by_lua_block {
< QIEOI- El'}” A-||:|'| IPE local server_ip_table = ngx.ctx.server_ip_table
local balancer = require "ngx.balancer"
A =
Set Current peer <|>:|-_I_E O|-9-0|'0:| assert(balancer.set_more_tries(1))

0=IXH C||ent _9_*" = ﬂEAl local tries = (ngx.ctx.tries or 0) + 1

ngx.ctx.tries = tries
if tries >= 10 then

ngx.log(ngx.ERR, "reach maximum trial count")

set more tnes(}” OlOH 7:”)k XH*'ED'— OEI |' return ngx.exit(ngx.ERROR)
end
x_'lllxél?_l' *lE %—J—)F Ol_cl’_O'" AI]:[H Hl'Q-l'Ol ]II_Q_ local index = (ngx.ctx.index or 0) + 1
L ngX.ctx.index = 1ndex
*E-Ixél Ol'xl ?.6['2”1 CPU MEM *l-_Q_E.F Ef I-% _*_E-H if 1ndex > #server_ip_table then

ngx.ctx.index = 1
end
local hostip = server_ip_table[ngx.ctx.index]
local port = "443"
assert( balancer.set_current_peer(hostip, port) )
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Requirements % Grafana?f X|&ot= 7|
- AAI2 H|0|E AZfetE RIS CHAEE H|S

- CHA|HE9| 2740]| CHet import/export

- =G 2 E0M 23t Alerting X|#
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H|O[E Al 4=tE fIeh 24 HO]E 27

- Grafanalf| CHA| EE MMZ 2|5l| Data Source EH Bl Mx{ 2t o=
- Data Source=® Dashboard 4+
- Query Editor2 O|O|E{ X2| XA A1/
- AMAIE Go|& 2] Al2t=tof| H&tot
Graph && 115}
> Line, Bar, Hitmap &
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4.2 Grafana Data source

Build Your Own Custom Grafana Data Source

- Grafana?| X|&S}= Data Source?| OfL|2}H Custom Data Source=
8010 ArE of= Y'Y 124

Of EFRIO| ClO|E AAE FAISH 4 U277

- Data Source Plugin
- Data Source Backend Plugin
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4.2 Grafana Data source

Data Source Plugin: CORS 24| 2|O0|g &+ = o= HiAl
- BrowserOj|A| CtE EO{|QI0 2 HMASH I B ot 4~ Q=
Grafana L ZE2A| A S 2 823610 3|1]

[ C) Grafana

Browser

Front End

Data Store PI’OXV Server APl Server
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4.2 Grafana Data source

Data Source Backend Plugin: non-HTTP 4] AALE 0|8 It 2= Al
- Front End0]| ! = Data Store?} Restful H*&!QE Backend Data Store01| AMAE
C[O]E 278

- Back End Data Store= HTTP, non-HTTP C}QFst HIAM O 2 A|H| AA0| 2

Browser ( C) Grafana

=

Front End Back End DB Server
Data Store Data Store APl Server
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4.2 Grafana Data source

Data Source Plugin vs. Data Source Backend Plugin

Data Source Plugin Data Source Backend Plugin
=28 0] Typescript Typescript + Golang
A £ o=o|B
CORS 0| Proxy Access= E3t 82 BackendOj|A{ DBE 2=clB =
2R 1S
' A A O
non-HTTP x| =51 Backend Plugin0ijA| DBEZ SlE2
non-HTTPH 4] 9=
Alerting X| & = x|
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4.3 Custom Plugin 0%

Data Source Backend Plugin 71

Data Source Backend Plugin

Front end Back end

Data Store
CallResource Handler

Config Editor

QueryData Handler

Query Editor
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3 C| | m P " N HF
4 StO I u g I jl-l E export class ConfigEditor extends PureComponent<Props, State> {
o

onApiKeyChange = (event: ChangeEvent<HTMLInputElement>) => {
const { onOptionsChange, options } = this.props;

Front End Side2| Editor & T
secureJsonData: {
...0options.securelsonData,

— Data Store xH'IE. _cl?_l-él-_l' AE-IE Editor’ apiKey: event.target.value,

}
Data 22| 5 ¢t #E| %18 Editor &
A B8 mh

const { options } = this.props;
- Grafana?} X5 or= React /| oret serevsmiet = apttom-secsrersenona 11 0
Component 0|25} Editor 1191 7= return

<div className="gf-form—-group">
<div className="gf-form">

<SecretFormField
isConfigured={securelsonFields && securelsonFields.apiKey}
value={securelsonData.apiKey || ''}

label="Api Key"
onReset={this.onResetApiKey}
onChange={this.onApiKeyChange}
/>
</div>
</div>
);
}
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export class ConfigEditor extends PureComponent<Props, State> {
onApiKeyChange = (event: ChangeEvent<HTMLInputElement>) => {
const { onOptionsChange, options } = this.props;

Front End: Config Editor £/ e

secureJsonData: {
...options.securelsonData,

- Data Store xH'I:- Ol-cl)-l' A"%‘)l 7"%% apiKey: event.target.value,

- Tl = HA \
Olal Olgd IT });
Tlol_l- I:I_:ll — }s
/%% %%/
render() {

const { options } = this.props;

. Data Sources / naver-cloud-insight-k8s

const { jsonData, securelsonFields } = options;

const secureJsonData = options.securelsonData || {};

tlt Settings

return (

naver-cloud-insight-k8s <div className="gf-form—-group">

<div className="gf-form">
<SecretFormField

isConfigured={securelJsonFields && securelsonFields.apiKey}

Domain Code

Region Code KR :
value={securelsonData.apiKey || ''}
ApiGateway Endpoint https://apigw.ncloud.com labe -L_nAp i Key "
MetaMonitoring Endpoint http://monitor.ncloud.com/v1/api onReset—{t his onResetAp 1Key}
Insight Server ProdKey 123456 onChange={this.onApiKeyChange}
Api Key configured />
</div>
</div>

Save & Test Delete )
’
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Front End: Query Editor £}/

- Data Store0]| Gi[O]E] 2| F ?lot 2= ¥H| ?let &
- Config Editor 2’43} gAfot #tAl0 2 Query Editor %7

1 40

B8 Query &Y Transform

B naver-cloud-insight-k8s ©) Query inspector

avg_cpu_used_rto
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Backend: Data Store 9]

- FrontendOj|A{ MASt Data Storel| 20| et Handler A
- Frontend®| Data Store 2f L™= X2 . |, min
-CI)-l'jl -cl?-l-ﬂ' handler %% func mz.ain() {

err := datasource.Serve(newDatasource())
/ k%% /
}
// datasource.go
func newDatasource() datasource.ServeOpts {
im := datasource.NewInstanceManager(newDataSourceInstance)
ds := &InsightDatasource{
im: 1im,

}

return datasource.ServeOpts{
CallResourceHandler: ds,
QueryDataHandler: ds,
CheckHealthHandler: ds,
+
}
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Backend: Query Data handler %{/d

- req - PI u g I n CO nteXt func (td xInsightDatasource) QueryData(
I . - - ctx context.Context, req *backend.QueryDataRequest) (xbackend.QueryDataResponse, error) {
g JSO n D ata CO nfl g E d Ito ro."*-l secureData := getSecureData(&req.PluginContext)

jsonData, err := getJsonData(&req.PluginContext)
*'lx'l OI‘ It if err = nil {
= O - HA

return nil, err

- secureData: Config Editor0f|A }
SecrEtFormO'" xl’*‘l EI LI'l_g. // create response struct

response := backend.NewQueryDataResponse()

// loop over queries and execute them individually.
for _, q := range req.Queries {

— req.QuerieS: Query EditorO'"*-I res := td.query(ctx, secureData, jsonData, q)
x_ll-*C-DIEI_I ﬁAI- // save the response in a hashmap

// based on with RefID as identifier
response.Responses [q.RefID] = res

}

- PluginContext, Queries 412 =
AlX| DBOf| H|O|Ef Z3|8t0 At Hkgt
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ZtM3E Data Source2 Grafana DashboardOf|A] A Panel A

- 2g%t Query Editord|AM H|O|E X=2|F fIot 2F &=
- Panel 20|A A|Zt=HE 25K, H|O|E{ 2t
Hgtot HEHQ| Graph AEH
> Visualization: Hitmap, Bar, Line &
- Axis THY| A7
- Legend 27 ——
- Tooltip A% _ =
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Notification Channel 44/
- Alerting Event 2/ A|, Notificationg HEE Channel 44/
- Channel Type 274
- Webhook £ Alerting
> Telegram L p——

| —
> S | d Ck re) Edit notification channel

Name

Alerting test

‘= Alert Rules Type

I T2 Notification channels webhook

Url

http://meta-monitoring.meta-monitoring/v1/api/webhook

Optional Webhook settings

Notification settings
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- Notification ChanneIE
OtH X 2HO0| 3 & X|=x

orate
e

X =

ot
o=

2015}

[L

& Master Monitoring / Edit Panel

All v

Conditions

Notifications

Send to

Message

v 3 Transform

CPU Usage alert

query (A, 15m, now)

CPU Usage

Evaluate every

Fit
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avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:
avg_cpu_used_rto:

avg_cpu_used_rto:

- ———e ccm A al .

nks-1436-m-140
nks-pool-1245-m-iTu
nks-pool-1114-m-frw
nks-1352-m-jvt
nks-1439-m-177
nks-1447-m-Idr
nks-1441-m-18s
nks-pool-1245-m-ils
nks-pool-1188-m-gv9
nks-pool-1208-m-hh6é

I_._ = ann __ lr~
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- Alerting Event &4 A|, 5t
Notification Channel=
O[HIE H

- @ Grafana Image Renderer}
1= 5}0{ O|O|X| EESH O|HIE

LA A BHO1 s

@ bot BOT 6:05 PM
@all

[OK] Memory Usage alert

Matches: []
Rule Url:
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